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Abstract

In an era in which digital technologies profoundly shape access to and dissemi-
nation of information, disinformation is one of the most insidious threats to dem-
ocratic societies. This contribution aims to analyse the contemporary mecha-
nisms of creation and dissemination of disinformation online, with a particular
focus on the risks arising from social media, the current functioning of their algo-
rithms and deepfake technology. The article examines the strategies through
which state and non-state actors use manipulated content to shape public opin-
ion, erode trust in institutions, polarize public discourse and influence electoral
processes. Through an interdisciplinary approach, the text offers an overview of
the new forms of digital propaganda and their historical evolution, underlining
the continuity between ancient practices of manipulation and modern disinfor-
mation technologies. Particular attention is paid to the concept of parasocial
opinion leaders, a central figure in new digital ecosystems, and to the role of al-
gorithms in reinforcing cognitive biases and radicalization phenomena. Finally,
some reflections are offered on tools and strategies to combat disinformation,
from the regulation of platforms to the strengthening of media education, with
the aim of promoting critical and resilient citizenship. The article thus intends to
contribute to the academic debate on disinformation as a geopolitical, social and
epistemological challenge, proposing a theoretical framework useful for further
research and effective policies.
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Introduction

We are living in a period of profound, and equally rapid, transformation
in the way information is produced, distributed and received. The ad-
vent of digital technologies has radically reconfigured the media ecosys-
tem, multiplying communication channels, breaking down barriers to
access to information and redefining the status quo between producers
and consumers of content.

While on the one hand these technologies have democratized the
production of information, giving voice to subjects previously excluded
from public discourse, on the other they have favoured the uncontrolled
proliferation of false, misleading or deliberately manipulative content.
The result is a chaotic, overflowing and sometimes toxic information
environment, where the truthfulness of content is often subordinated
to its ability to capture attention and generate engagement.

The contemporary information crisis manifests itself in many forms:
from disinformation, which consists of false information intentionally
spread to deceive, to misinformation, which unlike the previous ones is
shared without malicious intent, to malinformation, in which true facts
are spread in a harmful or decontextualized way. This “information dis-
order” represents a systemic challenge that undermines epistemic trust
and, with it, the very foundations of democratic discourse (Wardle &
Derakhshan, 2017). Public institutions, traditional media and informed
citizens are thus exposed to new vulnerabilities, in a context in which
the boundary between facts, opinions and propaganda becomes in-
creasingly blurred.

In parallel, the communicative dynamics of disinformation have
evolved. Traditional propaganda techniques, which historically pre-
supposed a centralized control of the media, have been replaced, or
enhanced, by networked practices of persuasion powered by digital
infrastructures that operate in real time. The actors of contemporary
disinformation are no longer just authoritarian governments or
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intelligence agencies, but also include extremist political groups, mar-
keting companies, troll farms, influencers, artificial intelligences and
simple social media users. Anonymity, virality and automation allow for
a widespread and, often, invisible dissemination of toxic narratives,
which leverage cognitive biases and emotional dynamics to spread rap-
idly and take root in the consciousness of the audience to whom they
are addressed.

This article aims to offer an interdisciplinary and systemic analysis
of disinformation in the digital age, exploring its peculiar characteris-
tics and tracing the historical continuities with historical propaganda,
which has always existed. Starting from a theoretical survey of the con-
cepts of information, truth and trust, the cognitive mechanisms that
make individuals vulnerable to disinformation, as well as the algorith-
mic logics that favour it, will be analysed. Contemporary media archi-
tectures, particularly those of social media, will be examined as infra-
structures of cognitive manipulation, and the role of technological
platforms in the construction of the public agenda will be investigated.
Finally, the article will reflect on the socio-political implications of the
phenomenon, questioning how disinformation contributes to the polar-
ization of public opinion, the erosion of trust in democratic institutions
and the destabilization of deliberative processes. Some intervention
strategies will be outlined, both at the technological level, such as the
design of more transparent and accountable algorithms, and at the cul-
tural and educational level, with media literacy programs and the pro-
motion of critical thinking. The aim is to strengthen democratic resili-
ence in an era marked by algorithmic persuasion and the growing
opacity of online information.

Definition and historical context of disinformation

Disinformation and propaganda are not new phenomena. They are
tools that have been used strategically throughout history to serve
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political, religious and economic interests. Already in ancient times,
rulers and political authorities have used manipulated information to
strengthen their power or discredit opponents. One of the most famous
examples dates back to the 4th century with the Donation of Constan-
tine, a falsified document that granted the papacy control over vast ter-
ritories. Although the forgery was discovered in the 15th century by the
humanist Lorenzo Valla, the document was used for centuries for polit-
ical and religious purposes (Tikkanen, 2002).

Throughout history, disinformation has taken many curious and cre-
ative forms. In the 20th century, disinformation became a powerful
weapon in global conflicts, particularly during World War Il. Both the
Allies and the Axis Powers employed propaganda and deceptive strate-
gies to manipulate public opinion and mislead the enemy. A striking
example is Operation Fortitude, a crucial part of the D-Day strategy.
The Allies created a fake army led by General Patton, complete with in-
flatable tanks and fake radio transmissions, to convince the Nazis that
the invasion would take place at Pas-de-Calais instead of Normandy.
This ruse played a significant role in the success of the Normandy land-
ings (Downing, 2024).

From the “acta diurna” of ancient Rome to the propaganda cam-
paigns of World War II, leaders and governments have consistently
understood the power of storytelling in shaping public consciousness
(Jowett & O’'Donnell, 2018). However, the contemporary digital envi-
ronment represents a far-reaching paradigm shift, both in the speed
and personalization of disinformation.

What distinguishes today’s disinformation from its past manifes-
tations is not only the content, but above all the infrastructure that
enables its spread. The emergence of social media platforms such as
Facebook, Twitter (now X), Instagram, and TikTok has created a decen-
tralized information ecosystem in which users are both producers and
consumers of content. The erosion of editorial gatekeeping and the tri-
umph of the logic of virality over accuracy have dramatically changed
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the way information is validated and considered reliable (Lazer et al.,
2018).

Digital disinformation differs from traditional propaganda primarily
in who is practicing it, and consequently the tools used. While propa-
ganda was typically state-driven and one-way, and therefore imple-
mented through official or establishment channels, today disinformation
can be crowd-sourced, bottom-up, and much more participatory, blur-
ring the lines between propagandist and user.

The shift from print to the internet, and subsequently to mobile com-
munication and algorithmic filtering, has profoundly affected the way
societies communicate. The digital revolution has democratized con-
tent creation, but it has also introduced deep vulnerabilities into the
public sphere. The collapse of the traditional information ecosystem,
combined with the rise of influencers and alternative media sources,
has created, as we have already said, fertile ground for the spread of
false or misleading information (Mclintyre, 2018).

Understanding the contemporary phenomenon of digital disinfor-
mation requires situating it within the broader historical and techno-
logical evolution of the Internet. The conceptual transition from Web
1.0 to the emergent paradigms of Web 4.0 and Web 5.0 has not only
transformed communication practices but has also progressively ex-
panded the capabilities, velocity, and sophistication of manipulative in-
formation campaigns. Each generational shift of the Web introduced
new affordances that reshaped the relationship between users, plat-
forms, and information flows, altering both the structure and the epis-
temic vulnerabilities of the digital public sphere.

The earliest phase, commonly referred to as Web 1.0, was character-
ized by a static and unidirectional architecture in which users primarily
consumed information rather than producing it. Content was largely
generated by institutions, companies, and centralized media actors, and
although disinformation was certainly present, its dissemination mir-
rored traditional propaganda models: hierarchical, relatively slow, and



Stefano Lovi

dependent on the authority of established gatekeepers. As Sarowski
(2017) observes, communication spaces in this early stage were limited
in interactivity, curtailing the participatory dynamics that would later
become typical of digital culture. Manipulation existed, but its scale was
moderate, and its techniques resembled the analogy forms that had
long been part of political and media history.

With the rise of Web 2.0, the cultural and technological landscape of
the Internet changed radically. The emergence of social networks, blog-
ging platforms, content-sharing sites and interactive forums inaugu-
rated a participatory model where users became central actors in the
production and circulation of content. This shift effectively dismantled
the traditional hierarchy between sender and receiver: the Web transi-
tioned from being a “read-only” space to a “read-write” environment in
which millions of individuals could create, remix, and disseminate in-
formation without mediation. The consequences for disinformation
were profound.

Rumours, conspiracy theories and fabricated narratives could now
propagate horizontally, virally, and globally. Rani, Das and Bhardwaj
(2022) note that this transition fundamentally altered the dynamics of
rumour diffusion, enabling the emergence of large-scale, self-organized
disinformation ecosystems that could no longer be controlled (or even
fully understood) through traditional media-centric frameworks. The
democratization of content production did not automatically translate
into a democratization of informational quality; instead, it fostered a
chaotic environment where emotionality, sensationalism and ideologi-
cal tribalism often supplanted verification and epistemic rigor.

The subsequent emergence of Web 3.0 introduced further complex-
ity. Often associated with the rise of the semantic web, big data and
machine learning, this stage brought about a more personalized and
algorithmically curated experience of the online world. Information was
no longer presented uniformly but was selectively organized according
to individual profiles, preferences, and behavioural patterns. This
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personalization, although beneficial from the standpoint of usability,
created fertile ground for manipulation. Algorithmic systems, trained
to maximize engagement rather than guarantee informational accu-
racy, began to shape the visibility of content in ways that intensified
confirmation biases, strengthened echo chambers and facilitated mi-
cro-targeted persuasion.

The semantic web provided the technical infrastructure for sophisti-
cated profiling, which in turn enabled the design of tailored disinfor-
mation campaigns capable of exploiting psychological vulnerabilities
with unprecedented precision. In this period, manipulation shifted
from a primarily collective to a deeply individualized phenomenon,
where each user could be targeted with bespoke narratives designed to
appeal to their fears, values and identities.

The transition toward Web 4.0 (sometimes described as the “intelli-
gent web™) further amplified these dynamics. With the incorporation of
advanced artificial intelligence systems, ubiquitous connectivity and in-
creasingly autonomous digital agents, disinformation entered a phase
marked by automation, real-time adaptability and synthetic media pro-
duction. Al systems no longer served merely as filters or recommenda-
tion engines; they became active producers of content capable of gener-
ating persuasive texts, realistic images, and increasingly sophisticated
deepfakes. Bontridder and Poullet (2021) underline that the involve-
ment of Al in the informational ecosystem introduces a structural dual-
ity: artificial intelligence is simultaneously a tool for detecting disinfor-
mation and one of the most powerful generators of deceptive content.

Benzie and Montasari (2022), examining Al within national-security
contexts, emphasize the growing threat posed by autonomous or semi-
autonomous agents capable of disseminating manipulative narratives
at scale, adjusting their strategies in reaction to user behaviour and ex-
ploiting social divisions with a level of efficiency unattainable by human
operators alone. In this stage, the ability to manufacture synthetic real-
ities, audio, video and text indistinguishable from authentic content,
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significantly erodes the epistemic stability of public discourse, contrib-
uting to what scholars have described as the “crisis of authenticity”.

Looking toward the emergent and still largely conceptual paradigm
of Web 5.0, the potential risks appear even more profound. Web 5.0
envisions a hybrid environment that combines the semantic intelli-
gence of Web 3.0 with the emotional and immersive dimensions ena-
bled by advances in affective computing, virtual reality, and augmented
reality. Human—machine interaction becomes increasingly embodied,
emotional and continuous. Within such an environment, disinfor-
mation may evolve from the dissemination of misleading textual or vis-
ual content to the creation of entire immersive experiences capable of
simulating events, interactions and environments that never existed.

Manipulation becomes experiential rather than merely informa-
tional, blurring the boundaries between perception and representation.
Boc¢kowski et al. (2022), discussing the emerging field of social cyber-
security, argue that this new stage will require a reconceptualization of
how societies protect themselves from manipulation, as future disinfor-
mation is likely to exploit emotional, perceptual and even neurocogni-
tive dimensions of user engagement. In Web 5.0, the persuasive power
of mediated content is not only amplified; it becomes intimately entan-
gled with the user’s sensory and affective experience, rendering tradi-
tional countermeasures increasingly inadequate.

Across these successive stages, the evolution of the Web reveals a
clear trajectory: disinformation has become progressively more decen-
tralized, participatory, personalized, automated and immersive. The
transformation of technological infrastructures has influenced not only
how disinformation is produced and disseminated but also how it is
perceived, internalized and contested by users. Understanding this pro-
gression is therefore essential for conceptualizing the contemporary in-
formation disorder and for designing strategies capable of addressing
the challenges posed by the next generation of manipulative practices.
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This participatory culture allows anyone with access to the internet
to contribute to the public narrative. The hashtag launched by Elon
Musk #youarethemedianow has become emblematic in this regard.
While on the one hand this opens up new opportunities for marginal-
ized voices, on the other it facilitates the circulation of hoaxes, conspir-
acy theories and manipulative content. Furthermore, the enormous
abundance of information leads to an “information overload”, which
weakens the ability of individuals to identify reliable sources (Bawden
& Robinson, 2009).

Technological innovations such as bots, artificial intelligence, and
deep learning have further intensified the threat of disinformation.
These tools enable the mass production of false content that may appear
authentic at first glance, which is particularly dangerous in contexts
such as elections, public health, or international scenarios.

Actors and Strategies of Contemporary Disinformation

Now on the practical side, disinformation campaigns are orchestrated
by a wide range of actors, including state governments, political groups,
ideologically motivated organizations, and individual users. State ac-
tors often exploit disinformation to influence the geopolitical landscape
in order to gain internal control, as demonstrated by the work of the
Russian Internet Research Agency (IRA), which played a key role in in-
fluencing public opinion during the 2016 US elections (DiResta et al.,
2019).

At the same time, non-state actors such as activist groups or govern-
ment-funded APT groups can use disinformation to gain economic ben-
efits, promote ideologies, or create social unrest. Troll farms and bots,
often automated or semi-automated, amplify messages to simulate pop-
ular movements or create a semblance of consensus for certain narra-
tives, a phenomenon known as “astroturfing” (Howard & Kollanyi,
2016). The term, coined in the 1980s, denotes an unfair marketing
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strategy, since it often relies on people paid in a non-transparent
manner to artificially produce a positive aura around the good being
promoted.

In concrete terms, modern disinformation techniques include sev-
eral practices, including:

1) fake news production: the deliberate creation and dissemina-
tion of false news, constructed to appear credible and attract at-
tention. They can be published on sites specifically created for
this purpose or spread through apparently authentic social pro-
files. During the 2016 US presidential elections, false articles de-
claring the death of celebrities or unfounded accusations against
political candidates were spread, generating millions of shares
and influencing public opinion. Usually, as in the case of the lat-
est European elections, these are supported using spindoctors,
i.e. accounts created specifically to send links and materials con-
taining false news, and then quickly delete the profiles them-
selves once the information has entered the circulation of the
platforms. In this way, they manage to hide the origin of the fake
news or sources of disinformation (DiResta, 2020);

2) decontextualization: this technique consists of taking real con-
tent, such as an image, a quote, a video, and re-proposing it
in a context other than the original, thus altering its meaning. A
video of clashes between protesters and police in one country,
shared with the caption of an event that happened elsewhere or
in another historical period, can generate panic or unfounded
indignation. Often, so-called CheapFakes are widely used: to
better explain what they are, let’s use a classic example. During
the beginning of the conflict in Ukraine, a video circulated
widely used to accuse Ukraine of exaggerating the number of ci-
vilian deaths in the conflict with Russia. In the incriminating
video, a journalist can be seen speaking in front of the camera
and behind him a myriad of bodies on the ground with a black

10
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3)

4)

veil over them, but suddenly one of the bodies moves his arm to
adjust the cloth that had been lifted by a gust of wind. Several
accounts spread the video claiming that the Ukrainian civilian
victims were actors paid to pretend to be dead. In fact, the video
is from a Friday for Future protest in Vienna, where protesters
lay down and put black sheets on themselves to protest climate
change (Saul, 2023). The original recording titled “Wien: Demo
gegen Klimapolitik™ was posted on YouTube before the war
started;

memetic warfare: memes, images or short videos accompanied
by ironic or satirical texts, have become powerful tools of disin-
formation. They can convey ideological, political or cultural
messages in a simplified and viral way, often eluding normal
critical filters. During election campaigns or current events,
memes that ridicule one candidate or praise another can spread
rapidly, influencing the public’s judgment without providing in-
depth analysis;

use of Deepfake technology: these are audiovisual contents ma-
nipulated through artificial intelligence, which allow for the ex-
tremely realistic simulation of the faces and voices of real peo-
ple. These tools make it increasingly difficult to distinguish real
contents from manipulated ones, raising serious concerns about
the erosion of information credibility. Deepfakes have already
been used in political campaigns and in revenge porn, but their
potential extends to the discrediting of public figures, the ma-
nipulation of financial markets and the incitement to violence
(Chesney & Citron, 2019).

The topic of deepfakes deserves further exploration, as the challenge
posed by this technology is twofold. First, they are a powerful means of

1 Wien: Demo gegen Klimapolitik. OE24. TV. YouTube. Retrieved April 16, 2025, from
https://www.youtube.com/watch?v=203Rph8DcUY.

11
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active disinformation, spreading blatant lies that appear visually au-
thentic. Second, they contribute to what some scholars have called the
“liar’s dividend” (Fallis, 2021). This term refers to the situation in which
people can deny the authenticity of video, image and audio evidence,
especially if it is depicted inappropriate or criminal behaviour, by claim-
ing that it was artificially generated. As the public becomes increasingly
aware of new video manipulation technologies, it is likely that audiovis-
ual evidence, even if real, will increasingly be denounced as fake. This
denial tactic has already been widely used in politics, for example when
former US President Donald Trump claimed that a recording of him on
the television show Access Hollywood, in which he said demeaning
comments about women, was fake, while the host confirmed its authen-
ticity (Victor, 2017).

On March 16, 2022, a short 72-second video message from Vo-
lodymyr Zelenskyy, wearing his iconic olive-green shirt, appeared on
the Ukraine24 website, in which the President, rather than urging
Ukrainians to continue their fight, implored them to lie down, lay down
their weapons and surrender.2 Of course, the video quickly spread on
VKontakte, Telegram and other social media platforms, where it was
reported by global media, followed by Zelenskyy's office which immedi-
ately denied the authenticity of the video (Simonite, 2022). Nonethe-
less, it was the first use of such technology to produce a false statement
by a president in an armed conflict (Byman et al., 2023).

The Structural Link Between Echo Chambers and Cognitive Biases

The dynamics of online disinformation cannot be understood without
a careful analysis of the interaction between algorithmic architectures

2 Deepfake video of Volodymyr Zelensky surrending surfaces on social media. The Telegraph.
YouTube. Retrieved April 16, 2025, from https://www.youtube.com/watch?v=X17yrEVssl4&ab_chan-
nel=TheTelegraph.

12
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and human cognitive mechanisms. The information manipulation
techniques described in the previous chapter thrive in digital ecosys-
tems governed by the attention economy, in which metrics such as
likes, shares, retweets and views define the visibility and circulation of
information.

This logic of attention, rooted in precise economic objectives, namely
increasing the time spent on the platform and, consequently, advertis-
ing revenues, favours content that is emotionally charged, polarizing
and easily digestible. In this context, the problem lies not only in the
way algorithms work, but also in the way they are optimized: not for
their information value, but for the emotional reactivity they can gen-
erate (Tufekci, 2015). Such optimization leads to the systematic overex-
posure of sensational content to the detriment of accurate and contex-
tualized information.

Not only algorithmic codes contribute to this dynamic, but also user
behaviour. The use of digital information is often characterized by short
attention spans and preferences for short, visual, and emotionally im-
pactful content. This makes disinformative content, often constructed
with manipulative purposes and therefore designed to strike quickly,
more effective in terms of social metrics than traditional journalistic
content, which requires critical reading and contextualization.

In this environment, algorithmic selection acts as a filter that en-
hances various cognitive biases already present in the user’s mind. For
example, confirmation bias pushes users to favour information that
confirms their pre-existing beliefs, ignoring or devaluing dissonant
ones (Casad & Luebering, 2025). This behaviour, often implemented
unconsciously, is further reinforced by social media algorithms, which
tend to propose content like the preferences previously expressed by the
user, favouring a unilateral worldview where contradictory and con-
structive debate find little space.

The result is the formation of so-called echo chambers and filter bub-
bles, or digital environments in which the user is exposed almost

13
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exclusively to perspectives that reflect or reinforce his or her opinions.
Such environments not only reduce exposure to dissent but also limit
the ability to develop critical thinking and to question one’s cognitive
schemas (Spohr, 2017). Contrary information is ignored, discredited
or perceived as a threat, reinforcing the dichotomy of an “Us” versus
a “Them?” that fuels polarization.

The implications of these dynamics are profound and affect both the
cognitive and sociopolitical spheres. From a psychological point of view,
repeated exposure to ideologically coherent content strengthens group
identity and increases trust in the narratives shared by one’s ingroup.
This identity strengthening is a powerful driver of polarization, which
can intensify to the point of leading to ideological radicalization. One of
the most cited examples in literature concerns the functioning of
YouTube’s recommendation engine, which according to several studies
can push users towards increasingly extreme content over time,
through a sequence of progressive suggestions (Ribeiro et al., 2019). In
these cases, the logic of engagement fuels a path of algorithmic radical-
ization, in which the user is gradually led from mainstream content to
conspiracy or extremist narratives.

Furthermore, a mechanism that is greatly amplified by social plat-
forms is the so-called bandwagon effect. This is a cognitive and social
bias that describes the tendency of individuals to adopt beliefs, behav-
iours or opinions because they perceive that they are already accepted
or followed by the majority. In other words, the more people seem to
believe in something, the more likely it is that others will join the con-
sensus, often without independent critical evaluation. This psycholog-
ical mechanism, well documented in social psychology and collective
behaviour models, plays a fundamental role in the propagation of dis-
information on social media (Cialdini & Goldstein, 2004).

In the contemporary digital ecosystem, the bandwagon effect is am-
plified by the algorithmic dynamics of social platforms. Users are con-
stantly exposed to popularity metrics, represented by the number of

14
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likes, shares, comments and views, which act as social signals and im-
plicitly suggest the “truth” or legitimacy of a content. This can lead to
the normalization of false or misleading narratives, especially when
such content goes viral or is associated with influential public figures.
In this context, the plausibility of a piece of information depends not so
much on its adherence to facts as on its perceived social acceptance.

For example, during the COVID-19 pandemic, many conspiracy the-
ories, such as the idea that the virus was deliberately created in a labor-
atory or that vaccines contained microchips, gained traction not be-
cause they were supported by scientific evidence, but because they were
amplified by thousands of online interactions. The growing perceived
consensus induced other users to adhere to these beliefs, strengthening
a self-referential circuit of social validation. This cycle is further fueled
when disinformation is supported by tight-knit digital communities,
where dissent is discouraged and collective buy-in is rewarded.

From the perspective of digital platforms, the bandwagon effect
is also exploited commercially. Content that shows signs of popular-
ity is boosted by recommendation algorithms, as it is more likely to gen-
erate engagement. This creates a positive feedback effect, where what is
popular becomes even more visible, regardless of its informational
accuracy. This mechanism makes it extremely difficult to stop the vi-
ral spread of disinformation once it has reached a critical threshold
of visibility.

An in-depth analysis of echo chambers and cognitive biases would
be incomplete without addressing their central role in the emergence,
consolidation and diffusion of conspiracy theories. The COVID-19 pan-
demic represented a turning point in the global information ecosystem,
serving as an unprecedented laboratory for observing how crises of
uncertainty, algorithmic architectures and psychological predisposi-
tions interact to produce large-scale conspiratorial thinking. During
this period, the dynamics of online disinformation became especially
intertwined with the human need for causal explanations, emotional

15
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reassurance and group belonging, factors that greatly amplified suscep-
tibility to conspiracy narratives.

The development of conspiracy beliefs has been shown to correlate
strongly with specific cognitive dispositions, especially low analytical
thinking, high intuition-driven reasoning and elevated levels of epis-
temic mistrust. Vital et al. (2025) demonstrate that when individuals
search for COVID-19—related information online, those with weaker
analytical reasoning capacities are more likely to interpret ambiguous
or contradictory information through a conspiratorial lens. Their study
highlights that the digital information environment does not merely ex-
pose individuals to conspiracy content; it actively interacts with their
cognitive style. Search engines and social media, optimized for person-
alization, tend to reinforce the interpretative frameworks already pre-
ferred by the user. As a result, users who engage in less reflective think-
ing often find themselves enclosed in informational bubbles where
conspiratorial content is both more salient and more cognitively fluent
than scientifically grounded explanations.

At the same time, research by Duplaga (2020) shows that conspiracy
beliefs related to COVID-19 emerged in clear association with socio-
demographic factors, institutional mistrust and perceived lack of con-
trol. The pandemic, characterized by rapid decision-making, evolving
scientific knowledge and the constant presence of uncertainty, created
an ideal backdrop for the proliferation of conspiratorial narratives. Ac-
cording to Duplaga, individuals exhibiting lower trust in health institu-
tions and government authorities were significantly more vulnerable to
disinformation, often treating conspiracy explanations not simply as al-
ternative theories but as coherent narratives that offered psychological
comfort during a period of collective anxiety. The spread of these beliefs
was thus not only a consequence of exposure to misleading content, but
also an outcome of a deeper sociopolitical and epistemic crisis.

Echo chambers played a decisive role in reinforcing these vulnera-
bilities. Digital platforms, driven by recommendation algorithms that

16



Digital disinformation and democratic destabilization: mechanisms, risks and prospects for...

privilege engagement and emotional intensity over informational accu-
racy, created homogeneous environments where conspiracy theories
circulated without significant friction. Within these closed networks,
misinformation was continuously validated through social reinforce-
ment, while scientific or corrective information was dismissed as ma-
nipulative or politically motivated. The interpretative isolation fostered
by echo chambers also encouraged the emergence of strong group iden-
tities, often built around narratives of resistance to perceived elites, ex-
perts or institutions. These identities provided an additional psycholog-
ical incentive to accept conspiratorial worldviews, as belonging to the
group offered emotional security, social validation and a clear sense of
distinction between “us” and “them”.

The pandemic further exemplified how conspiracy theories operate
as self-sealing belief systems. Once internalized, conspiracy frame-
works reinterpret any contradictory evidence as proof of the conspiracy
itself, a dynamic that makes debunking strategies far less effective. In
online communities shaped by echo chambers, users frequently devel-
oped meta-conspiratorial beliefs, such as the idea that corrections is-
sued by health authorities were themselves part of a coordinated cover-
up. This recursive logic was reinforced by cognitive biases already in-
tensified in digital settings, including confirmation bias, proportional-
ity bias and the illusory truth effect. The latter, in particular, became
especially relevant: repeated encounters with the same false claim
across multiple online spaces increased the likelihood that users would
eventually consider it true, regardless of prior skepticism.

The COVID-19 crisis therefore illustrates how conspiracy theories
arise not simply from ignorance or irrationality, but from the complex
interplay between cognitive predispositions, emotional needs, struc-
tural features of digital platforms and sociopolitical contexts marked by
high polarization and institutional fragility. In this sense, conspiracy
thinking should be understood as an emergent property of the
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contemporary information environment — a systemic outcome of the
interaction between human psychology and algorithmic infrastruc-
tures.

Integrating these insights into the broader discussion of echo cham-
bers and cognitive biases underscores the need to conceptualize disin-
formation not only as the dissemination of false content but as a form
of epistemic engineering that operates through the reconfiguration of
interpretative habits, trust networks and emotional narratives. The
pandemic made clear that once conspiratorial frameworks take root
within algorithmically reinforced communities, they can profoundly in-
fluence political behaviour, public health compliance, interpersonal
trust and the overall stability of democratic discourse. Addressing this
challenge requires a multi-layered approach that takes into account the
psychological, technological and social dimensions of contemporary
disinformation, recognizing conspiracy thinking as one of its most con-
sequential and entrenched manifestations.

The Role of Parasocial Leaders

The transformation of the public sphere in the digital age has given rise
to a new type of opinion leader: the social media influencer. Unlike tra-
ditional opinion leaders, who were typically pundits, intellectuals, or
journalists whose authority derived from institutional roles or recog-
nized expertise, influencers often draw their power from visibility and
charisma rather than knowledge or analytical expertise. This shift coin-
cides with the emergence of what Horton and Wohl famously called the
“parasocial relationship” way back in 1956, a one-sided psychological
bond that media consumers form with mediated figures who are una-
ware of their existence.

In the contemporary digital ecosystem, parasociality has been dra-
matically amplified by constant interactivity and algorithmic personal-
ization. Influencers present themselves in intimate and accessible ways,
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sharing personal stories, behind-the-scenes content, and daily routines,
thereby encouraging audiences to develop feelings of trust, familiarity,
and emotional closeness. These pseudo-relationships strengthen the
persuasive power of influencers, who are often perceived as more au-
thentic and trustworthy than traditional media figures (Abidin, 2016).
In the contemporary digital ecosystem, this type of relationship has not
only become normalized, but has been amplified and made more so-
phisticated.

The result is the creation of an “algorithmic intimacy” (Bishop,
2021), in which emotional engagement is mediated but perceived as au-
thentic. Users feel connected to influencers as true friends or confi-
dants, which creates fertile ground for the suspension of critical think-
ing. Unlike traditional media, where authority was linked to journalistic
standards and verification mechanisms, parasocial communication is
based on an affective and performative dynamic, which rewards narra-
tive coherence, the spectacularization of personal experience, and cha-
risma.

Building online authority depends less on institutional credentials
and more on branding strategies, narrative coherence, and audience en-
gagement. Influencers cultivate a loyal following by creating a distinc-
tive persona and maintaining ongoing, responsive interactions with
their audiences. Their power does not necessarily lie in offering factual
or well-reasoned commentary, but in their ability to capture attention,
resonate emotionally, and cultivate perceived intimacy. This results in
a communication environment where emotional connection and enter-
tainment value often outweigh rational reflection (Marwick & Lewis,
2017).

A case in point are wellness or alternative health influencers, some
of whom have played a significant role in spreading conspiracy theories
during the COVID-19 pandemic, promoting pseudoscientific infor-
mation about vaccines, unapproved therapies, and alleged global con-
spiracies. The bond of trust established with followers, combined with
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an emotional and “anti-establishment” narrative, has made these actors
incredibly effective in conveying disinformation messages, often with
concrete effects on public health (Cinelli et al., 2020).

These dynamics have profound implications for the formation of
public opinion. The rise of parasocial leaders facilitates the viral spread
of unverified and emotionally charged content that reinforces tribal di-
visions rather than promotes democratic discourse. When influencers
intervene in political or ideological debates, their messages often bypass
traditional mechanisms of scrutiny and validation. Their followers,
emotionally invested in the influencer’s personality, are more likely to
accept their claims uncritically, contributing to the normalization and
amplification of misinformation or polarizing narratives (Tandoc, Lim
& Ling, 2019).

Democratic Consequences of Disinformation

One of the most alarming effects of disinformation in the digital age is
the erosion of trust in democratic institutions. By polluting the infor-
mation environment with false or misleading narratives, disinformation
undermines trust in the media, the scientific community, and public
governance. This creates what scholars call an “epistemic crisis”, in
which the very idea of shared truth becomes suspect and consensual
reality shatters into partisan echo chambers (Lewandowsky, Ecker &
Cook, 2017).

As users increasingly struggle to distinguish between facts and fic-
tion, the legitimacy of democratic institutions suffers. Trust in electoral
processes, judicial decisions and public policies becomes fragile, espe-
cially when malicious actors intentionally sow doubts about the integ-
rity of these systems. This is particularly evident in moments of crisis,
such as the COVID-19 pandemic or the recent highly contentious elec-
tions in Romania, when disinformation can fuel conspiracy theories,
public confusion and institutional paralysis.
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Disinformation also plays a central role in intensifying social polari-
zation and conflict. By promoting divisive and emotionally provocative
narratives, disinformation deepens ideological fractures and consoli-
dates group identities. Digital platforms, designed to maximize engage-
ment through emotionally resonant content, tend to privilege outrage,
fear and resentment: emotions that are highly effective in driving user
interaction but toxic to deliberative democracy (Bail et al., 2018).

This polarized environment fuels the rise of extremism and populist
rhetoric, often making compromise or dialogue impossible. Public fo-
rums, both online and offline, become battlegrounds between opposing
realities, where trust and empathy are replaced by hostility and suspi-
cion. These conditions are ripe for manipulation by actors seeking to
destabilize social cohesion or exploit divisions for political gain.

Perhaps most significantly, disinformation has been shown to have
a direct impact on electoral processes. The 2016 US presidential elec-
tion and the Brexit referendum are stark examples of how digital disin-
formation campaigns, often coordinated by foreign entities, can distort
public opinion, limit voter turnout, or distort public debate. These in-
terventions, amplified by micro-targeted ads and bot-generated con-
tent, can subtly influence outcomes without leaving obvious traces, thus
evading accountability (Bennett & Livingston, 2018).

And democracies are having a hard time curbing the problem. The
Georgescu case, which required the intervention of Romania’s Consti-
tutional Court following the vote count, is emblematic. The resulting
street protests, staged not only by Georgescu’s supporters, illustrate this
systemic weakness. The Central Election Office’s March 4 decision to
invalidate his candidacy sparked violent protests in Bucharest, with
Georgescu supporters clashing with police. The decision to annul No-
vember’s election was unprecedented and handed a propaganda victory
to Moscow, which has long dismissed Western democracy as a farce in
which elites rig results to suppress unorthodox views and ensure an out-
come favourable to the liberal establishment.
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Strategies to Counter Disinformation

Countering disinformation in all its forms is one of the most urgent and
complex challenges for contemporary democracies today. The polymor-
phic and adaptive nature of the phenomenon, capable of evolving ex-
tremely rapidly in response to new technologies, global events and
changes in user behaviour, requires a global, multilayered and deeply
coordinated approach. There is no single solution: however, several re-
searchers argue that effective responses must intertwine regulation,
media literacy, technological innovation, interdisciplinary research and
civic engagement (Rad, Pursiainen & Eklund, 2025; McDougall, 2019).

One of the most debated areas of intervention in recent years con-
cerns the regulatory supervision of digital platforms. Long self-regu-
lated according to market logic, big tech is now at the center of public
and political debate for the role they play in the spread of harmful con-
tent, including fake news, hate speech and coordinated manipulation
campaigns. Governments, supranational authorities and advocacy bod-
ies are calling for greater transparency in the management of algo-
rithms, content moderation and use of personal data. A prime example
is the European Union’s Digital Services Act (DSA), which came into
force in 2023, which imposes stringent obligations on large platforms
to assess and mitigate the “systemic risks” associated with their ser-
vices, such as electoral disinformation, radicalization or manipulation
through bots and automated accounts (Gorwa, 2019).

However, regulatory regulation alone is not enough. Laws can set ex-
ternal limits and establish oversight mechanisms, but they do not act
directly on the cognitive and emotional vulnerabilities of individuals,
which are one of the main vectors of disinformation dissemination. For
this reason, an effective counteraction strategy must necessarily include
interventions aimed at strengthening media and digital literacy. Edu-
cating citizens from school age to understand the logic of the infor-
mation system, to recognize reliable sources, to distinguish between
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opinion and verified data, and to develop critical thinking towards
online content is an essential investment for democratic resilience in
the long term. In this context, innovative educational initiatives such as
prebunking programs have shown promising results.

Research by various authors has shown that brief interventions, such
as videos or interactive games that expose users to rhetorical techniques
common in disinformation, such as scapegoating, exaggerated emo-
tionality or the use of false experts, can significantly increase individu-
als’ critical capacity (Linden van der, Roozenbeek & Compton, 2020).
Unlike traditional debunking, which seeks to correct false information
after it has been internalized, pre-bunking acts ex ante, strengthening
“cognitive defences” against future attempts at manipulation.

At the same time, a collective and multilateral effort involving a
broad spectrum of social actors is needed. Countermeasures against
disinformation cannot be entrusted exclusively to states or technology
companies. Structured collaboration between public institutions, digi-
tal platforms, university researchers, journalists, educators and civil so-
ciety organisations is needed. Only through an integrated and collabo-
rative approach is it possible to address the complexity of the current
information challenge. Initiatives such as international fact-checking
consortia, such as the International Fact-Checking Network, interdisci-
plinary teams for the analysis of electoral data, or task forces against
foreign influence, such as the Center for Strategic Communication of
the European Commission, represent models of virtuous cooperation
that can be replicated and strengthened.

Finally, it is essential to invest in the development of responsible
technologies, capable of detecting and containing disinformation in real
time, without falling back into mechanisms of censorship or arbitrary
control. Artificial intelligence can play a positive role in this context, for
example in the automatic detection of deepfakes, in the flagging of sus-
picious content or in the promotion of reliable content. However, it is
essential that these technologies are designed with transparency and
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human oversight criteria, to prevent them from becoming tools of po-
tential abuse.

However, this balance can be seriously compromised if some of these
players, especially the large social platforms, choose to abandon or
drastically reduce the systems for moderating and verifying content
(McMahon, Kleinman & Subramanian, 2025). Elon Musk, since he ac-
quired X (formerly Twitter), has promoted a more “libertarian” vision
of the platform, cutting many of the teams dedicated to moderating con-
tent and reducing the tools for verifying sources. Mark Zuckerberg, de-
spite having adopted more cautious policies in the past, has also scaled
down in some cases the automatic and manual controls on Facebook
and Instagram content, pushing towards a more automated and less
centralized model. On a regulatory level, the lack of cooperation on the
part of the platforms makes it much more difficult to apply regulations
such as the Digital Services Act, because there are no interlocutors or
internal systems to collaborate with. On a technological level, however,
the abandonment of algorithmic and human verification tools leaves
the field open to misleading or manipulative content, which spreads
rapidly thanks to the viral logic of the platforms themselves.

Furthermore, on a psychological and social level, the perception that
“everyone can say what they want, without filters” fuels a climate of gen-
eralized distrust, in which it becomes more difficult to distinguish be-
tween reliable sources and fake news. In a society where platforms no
longer play an active role in moderation, the burden of media literacy
falls entirely on the individual, who however is not always ready or
equipped to bear this burden alone.

Conclusions
Digital disinformation is neither a marginal nor transitory phenome-

non: it constitutes a structural challenge for the functioning of contem-
porary democracies, directly affecting the quality of public debate, trust
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in institutions and social cohesion. Its pervasive nature, the speed with
which it spreads thanks to the viral architectures of digital platforms
and the intrinsic difficulty in controlling its circulation, make clear the
urgency of systemic, multilevel responses based on a solid interdiscipli-
nary approach.

As discussed in this contribution, understanding disinformation re-
quires the integration of skills from different fields: from cognitive psy-
chology, which helps us explain individual vulnerability to manipulative
content, to data science, which analyses information flows and algorith-
mic logics, through communication theory, digital sociology and politi-
cal science. Only an approach that can grasp the interconnections be-
tween these levels can produce effective countermeasures, capable of
going beyond the simple removal of false content and addressing the
structural causes of the phenomenon.

This article has shown how disinformation thrives in disintermedi-
ated communication environments, governed by logics of engagement
rather than information accuracy. The algorithms that regulate the vis-
ibility of content on social media — optimized to maximize dwell time,
interactions and monetization — tend to favour sensational, polarizing
and emotionally charged messages, thus contributing to the formation
of “echo chambers” and “filter bubbles” that reinforce pre-existing be-
liefs and reduce exposure to alternative views. In this context, disinfor-
mation not only spreads more easily, but also becomes more difficult to
recognize, confusing itself with legitimate content and exploiting deeply
rooted cognitive mechanisms such as confirmation bias.

No less relevant is the figure of the parasocial leader, a key element
in the new ecology of disinformation. It combines the ability to influ-
ence psychologically, the power of media amplification and the absence
of institutional constraints, operating within an algorithmic structure
that rewards precisely those communicative traits, immediacy, emo-
tion, polarization, that facilitate the spread of misleading content. In
an era in which trust in media institutions is declining, parasocial
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influencers embody a model of post-truthful authority, capable of shap-
ing behaviours, opinions and values on a massive scale, but outside of
any systematic verification process.

However, far from falling into a pessimistic techno-determinism, it
is important to underline that the same technologies that facilitate in-
formation manipulation can also be rethought and oriented towards
more democratic purposes. The design of more transparent algorithms,
the promotion of participatory reporting mechanisms, the support for
independent journalistic production and the creation of more inclusive
online deliberative spaces represents possible directions for a healthier
and more pluralistic information ecosystem.

In conclusion, addressing digital disinformation does not simply
mean correcting factual errors or repressing illegitimate content, but
implies a profound rethinking of the cultural, technological and politi-
cal conditions that regulate our experience of information. It means
guestioning the role of citizens as active agents in the communication
process, the ethical responsibility of digital platforms and the role of
institutions in ensuring free, reliable and accessible information. Only
through a collective commitment, which combines critical education,
regulatory innovation and epistemic solidarity, will it be possible to
build a more aware digital citizenship, capable of resisting the pitfalls
of manipulation and contributing to a more robust, informed and par-
ticipatory democracy.
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